Detailed
Chapter three builds on chapters one and two and caps the foundations section of the book. Chapter three is an ethical dilemma in action whereby a professional encounters an ethical dilemma. In a dialog with classic ethicists, the young professional explores the application of ethics to a modern day prob¬ lem. By modeling this process for readers, chapter three aims to invite readers to join the conversation about information assurance and security ethics. Chapter four is a research study that discusses the influence of culture on ethical attitudes and behavior. The chapter serves to remind readers that our only individual experiences are not the only filter we use in formulating judgments about right and wrong. The chapter confirms our expectation that many factors shape a person's interpretation of information assurance and security ethics, including partly culture.
Chapter 5
Peer-to-Peer Networks: Interdisciplinary Challenges for Interconnected Systems 81 Nicolas Christin, Carnegie Mellon University, USA Chapter five presents a polycentric view of the ethical challenges of peer-to-peer networks. The author clearly and concisely conveys the many parties with a stake in the peer-to-peer phenomenon, highlight¬ ing competing interests and demands from technical, economic, and policy vantage points.
Chapter 6 Responsibility for the Harm and Risk of Software Security Flaws
In this fascinating chapter on pharmcogenomics, the authors discuss the basics of genetic testing as a way of introducing for the reader the importance of genomic information. The chapter offers a sound reasoning of the ethics of pharmcogenomic testing which serves as a useful model for readers wishing to reason through a macro-ethical dilemma. And while they conclude that for the most part pharmcoge¬ nomic testing is "ethical", they are cautious to remind us that there is much that is till not known. Chapter 10 offers a case study of the costs and benefits of eGovernment in Sweden. While many of the benefits of e-Government services are appealing, this chapter highlights for readers that such advances come a need to continuously balance these benefits with a cost to privacy and increased vulnerability to fraud. The chapter concludes that because this cost-benefit is not easily calculated, the role of govern¬ ment officials who become the balancers of the cost and benefit is paramount. Generally speaking, as technology becomes more fully integrated into our lives, social control of tech¬ nology increases. Chapter 11 overviews this occurrence in information technology policy and focuses on the recent development of data breach disclosure laws in 45 of the states in the USA. Chapter 11 aims to help students in information assurance and security see the myriad of factors that influence pub¬ lic policy and highlights the challenges of policy solutions to polycentric social challenges commonly found in the information age. 
